EPISECC

0f-BaKE WSy L
08 G2 9yKIyOS

94l
{ LJI
D2.1. ¢ Public Protection and Disaster Relief
(PPDRInformation Space; Status quo of
commercial, research and governmental
projects andapplications

Grant agreement number: 607078 Date of deliverable: | 201409-30

Date of project start: 201406-01 Date of submission:  201409-30

Duration of project: 36 months Deliverable David Lund (HWC)
approved by: Giovanni Tusa (IES)

Lead Beneficiary: TUG

Contributing AIT, CASS FI, UNIST, HITEC, DLR, TCCA, IES

Beneficiaries:

20141001 Deliverable 2.1 338 1



20141001 Deliverable 2.1 338 2



Executive Summary

This deliverable providean overview ofcommercial, research and governmental projects and
applications (so called toolsjsed for Public Protection and Disaster Relief (PPDR) manageitisnt
intended to serve as an overview tme area of application of the EPISECC project.

In total 73 tools have beernreviewedfor their relevance for EPISECC resulting in 41 tools that wer
analysed according to a scheme specifically developed for EPISECC.

This analysis covered different factors and key attributes which are relevant and important when
consideringPPDRnformation management and communication technologies. Special attemntas
given to analysis of interoperabilityetween tools. Results revealed that more than0% of
investigated tools reach physical and syntactical interoperability. Meaning that tools can be
connectedon network levelnd are able to exchange data basedoommon formats.

Semantic interoperabilitfe.g. terns have the same meaning in different systertt®)ugh, is hardly
reached within the set of analgd PPDR project©nly 2 out of 41 tools arecovering the whole
interoperability bandwidth from the physal level across the syntactical level up to gemantic

level. What issven more surprising is thainly one tod out of these 12 tools is operationally usedt
governmental level, but not within EU bodi€ghis clearly identifies a gap in the area of semantic
interoperability underpinning the aims of EPISECC to establish -&uWrapean information space.
EPISECC plans to elaborate semantic structures facilitating semantic interoperability on a European
level At the end, EPISECC shoiadilitate semantic harmonization ofools used in EU member
states and tools used in the EU Civil Protection Mechanism (e.g. CECIS).
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AIRBEAM AlRborne information for Emergency situation Awareness and Monitoring
API¢ Application Programming Interface

ARIS; Architecture of Integratednformation Systems

ASIGN; Adaptive System for Image Communioa in Global Networks

BBK¢ Bundesamt fir Bevélkerungsschutz und Katastrophenhilfe (Federal Office of Civil Protection
and Disaster Assistance)

BfS¢ Bundesant fur Strahlenschutz (Federal Office for Radiation Protection)
BRIDGE Bridging resources and agencies in lasgale emergency management
CAD¢ Computer aided Dispatch

CAR; common alerting protocol

CATQ; CBRN crisis management, Architecture, Techmeso§ operational procedures
CBRN, Chemical, biological, radiological and nuclear

CECI§ Common Emergency Communication and Information System

CERN European Organization for Nuclear Research

CLAc Community Level Assessment

CODg Common Operational Dasets

COR; Common Operational Picture

COPE, Common Operation Picture Exploitation

CRISMA Modelling CRISis MAnagement for improved action and preparedness
DARIU& Deployable SARtegrated Chain with Unmanned Systems

DEIT¢ Direct Electronic Incidentransfer

deNISg deutsches NdallvorsorgelnformationssystenfGerman emergency preparedness

information system)

DITSEE Digital & Innovative Technologies for Security & Efficiency of First responder operations
DOLCEDescriptive Ontology for Linguisaad Cognitive Engineering

DSS&; Decision Support System

DWDc¢ Deutscher Wetterdienst (German Weather Service)

ECHQO dzNR LISIY / 2YYAA&AA2Y Q& | dzYI YAGENREFY ' AR FYyR
EDXIg¢ Emergency Data Exchange Language

EMSc Emergency Managemeny§em
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EPISECCESstablish Pauropean Information Space to Enhance seCurity of Citziens
ERCGE Emergency Response Coordination Centre

ERMA¢ Electronc Risk Management Architecture

ESA European Space Agency

ESS Emergency SupporyStem

EU¢ EuropearlJnion

EULER EUropean Software Defined radio for wireless in joint security operations
FP6¢ EU 6 Framework Program

FP7¢ EU T Framework Program

FRc¢ First responder

FREESICFree Secure Interoperability Communications

FRS Fire and Rescue Service

GDACS, Global Disaster Alert and Coordination System

GISg Geographic Information System

GMES Global Monitoring for Environment and Security

GMLZ; Gemeinsames Meldaind Lagezentrum (Joint Information and Situation Centre)
GO¢ GovernmentalDrganization

GPS§; Global Positioning System

GSMc¢ Gobal System for Mobile Communications

GUI¢ Graphical User Interface

HEWS, Humanitarian Early Warning Service

HiMoNN¢ Highly Mobile Network Node

HIT-GATE, Heterogeneous Interoperable Transportable &ady for FirstResponders
HTTR; Hypertext Transfer Protocol

HMI ¢ Human Machine Interface

IASQ; Inter- Agency Standing Committee

IASC NATHnter- Agency Standing Committee Needs Assessment Task Force
IDIRA¢ Interoperability of data and procedures l@rge-scale multinaibnal disaster response actions
INSARAG International Search and Rescue Advisory Board

IP¢ Internet Protocol

ISDN Integrated Services Digital Network

JRQ; Joint Research Centre

JSON, JavaScript Object Notation
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kbpsq kilobit persecond, unit of data transfer rate

KML¢ Keyhole Markup Language

LAWZ; Landeswarnzentrale (Alert and Warning Center)
LISk Levels of Information Systems Interoperability
LRF Local Resilience Forum

LSZ, Landessicherheitszentrale (Federal Security Ggnte
LTE; Long Term Evolution

MCDMg¢ Multi- Criteria DecisionMaking

MDGc¢ Mobile Data Gateway

MIC¢ Monitoring and Information Center

MICS Mobile Integrated Command and Control Structure
MIMI ¢ Multiple Incident Map Interface

MIRA¢ Multi-Cluster/Sectotnitial Rapid Assessment
MLP¢ Mobile Location Protocol

MobiKAT¢ Mobilitaetssicherung in Katastrophensituationen
MoWaSc Modular Warning System

N.A.¢ not applied

NATC North Atlantic Treaty Organization

NGO¢ Non Governmental Organization

NLMc¢ US Nabnal Library of Medicine

OCQ; Operations Coordination Centre

ODL¢ Ortsdosisleistung (local dosis of radioactivity)
OG(; Open Geospatial Consortium

OSIRIE Open architecture for smart and interoperable networks in risk management based on in
situ sensos

OSOCG On-Site Operations Coordination Centre
OWL¢ Web Ontology Language

PC¢ Personal Computer

PDF¢ Portable Document Format

PFIF; Person Finder Interchange Format

POI¢ Point of Interests

PPDR, Public Protection and Disaster Relief
QoS¢ Qualityof Service

PSDx Primary Scenario Definition
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REACT Reactiorto Emergency Alerts using voiaad Clustering Technologies
RDF Resource Description Framework

REST Representational state transfer

RM¢ Resource messaging

RS Rich Site Summary or Rediynple Syndication

SAME; Specific Area Message Encoding

SANY, Sensors Anywhere

SaR; Search and Rescue

SECRICOWlISeamless Communication for Crisis Management
SIP¢ Session Initiation Protocol

SitRepc Situation Reporting

SDA; Secondary Data Analysis

SIR¢ Software Defined Radio

SGl¢ second generation locator

SKOS Simple Knowledge Organization System

SM&; Short Message Service

SOA Service Oriented Architecture

SOAR Simple Object Access protocol

SOS; Sensor Observation Service

SWE; Sensor Web Ebled

S2Pk; SECURITY2People

TETRA TerrestrialTrunkedRadio

TSQ; Tactical Situation Object

TUS Audio Frequent Transmission System

USAc Ubungssteuerungsanwendg (application for exercise control)
UKc¢ United Kingdom

UMTS Universal Mobile Telecommunications System

UN¢ United Nations

UNDAG; United Nations Disaster Assessment and Coordination
UNHCR United Nations High Commissioner for Refugees
UNITAR; United Nations Institute for Training and Research
UNOCHA United Nations Office for the Coordination of Humanitarian Affairs
UNOSAT¢ United Nations Institute for Training and Resear@NITAR)Operational Satellite

Applications Programme
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UPS; Uninterruptible Power Supply

URLg Uniform Resourcedcator

USAR; Urban search and rescue

USGS U.S. Geological Survey

VolP¢ Voice over IP

VPN- Virtual Private Network

WDSISAS; Web-based Decision Support for Incident Situation in the Adriatic Sea
WFP¢ World Food Programme

WF&, Web Feature Service

WGWC¢ Wireless Gateways

WiMAX- Worldwide Interoperability for Microwave Access
WMS¢ Web Map Service

WS¢ Web service

WWW ¢ World Wide Web

XML¢ Extensible Markup Language

XSL:- Extensible Stylesheet Larmage

ZAMG(¢ Zentralanstalt fir Meterologie und Geodynamik (Central Institution for Meterology and
Geodynamics)
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SHPg® t 5w LYTF2NYIGQAESY O dzaL O 8z2
O2YYSNDODAIFIfZ NBASINOK FyR 3I2¢
I LILIE A OF OA2Y A

1. Introduction

This report represets the deliverable D2.1 within WP2, Task 2.1, of the EC Project ER{SECC
Establish Paturopean Information Space to Enhance seCurity of Citizens.

This deliverable provides an overview of research projects, neommercial initiatives, and
commercial applications in the fields of information management and communication technologies
applied in public protection and disaster relief (PPDR) in Euflipese analyzed projects,tiatives

FYR FLIX AOFdGA2ya gAft o6S Sldatfte ylIYSR a abG22f
concept for a common information space it is important to understand the many different aspects
regarding the use oflata and informationmanagemat technologiesused by crisiand disaster

managers and first responder&part fromorganizational barriers and tecbtogicalbarriersthe lack

of common taxonomies and ontologies is one major point of criticism in the field of PPDR. Due to

that anotherimportant subject of theool analysiss & § KS dzii A f A Btludiuke®.y 2F aaSyt

With the help of all project partners and lmsingtheir network within the disaster management
community as well as in the information and communication technology bussirge total of 73
research projects, nenommercial initiatives, and commercial applications have baatuated. In a

first step all 73tools where reviewed with respect to their relevance to the EPISECC project. As a
result of that review 32 tooldiad bea excluded from further consideration so that finally tols

were analyzed in detailThis analysis foces on different factors and key attributes which are
relevant and important when considering information management and communication
technologies irthe area of PPDBome of them had been already named abovéje analysis of the
tools followed a scheme which wapecificallydeveloped for theEPISEQ®oject

It has to be mentioned that the portion of tools that has been analyzed within Task 2.1 do not
represent the total of tools available in that area. But it can be presumed that those 73-tools
covering the whole range from research projects, fmmmmercial initiatives, and commercial
applications- allow to draw a representative picture of the stavéthe-art in the PPDR Information
space. Based on that subsequent work packages will deal with the design of the information space
and with data sets. It is pected that during that work further tools will get apparent so that the
current status and picture described in this document will also improve and change over the time of
the project.
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In fction 2 of this documentwe provide a generadxplanation of the methodological approaaked
for the tool analysis. Furthermore thenalysis schemématrix) with the corresponding attributes is
descibed in detail.

Section3 containsthe tools which have been identified to lpotentially relevant for EPISECICis
divided in two subections. Subsectiof.1 contains the tools thatvere finally analyzed in detaiDue
to the large number of tools it was decided to limit the content of tisatsection toa general
description andhe classification matrix of each tod\detailed descriptiorof the corresponding tool
characteristics can be found in the Annex to this docum&uabsectior.2 contains the tools that
have not been considered for a detailed analySw. each tooh short description and the reason for
excludingthe tool from further analysi€an be found.

Section4 gives a condensed overview on the result of the tool analysis. One chart for each analyzed
aspect (the so called factor) shows the distribution of tools with respect to the various characteristics
each factorcould have. Furthermore interesting and project relevant interdependencies between
OSNIiFAY FFOG2NAR 2NJ 20KSNJ aAyTfdsSyOSaé¢ KIF@FS o6SSy

Section5 contains a brief conclusion on what has been done within Task 2.1 and what will be the
value and the impact of the results presentedhis document.

To organize and align the activitibstween the early work packages WP2 and WP3 an own research
framework has been develope@his framework ibased on theconcept of the so called ARiSuse

[1]. The ARIS (Architecture of Integrated Information Sysdeooncept was originally developed for
describing information systems and their integration into business environments. The concept has
0SSy FTRFLIWISR G2 FdzZ FAE 9t L{9// Qa ySSRaready! RSl
providedin the report ofthe deliverableD3.1- Description of method and data sets for the pan

European inventory of disaster§he assignment ofak 2.1 to the fields of research according to the

proposed framework is shown Figurel.
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Organisation

Task 2.2
Task 3.3

Data Processes Business Tools
Standards Models

Task 2.2 Task 2.2 Task 3.4 Task 2.1

Task 3.2, 3.3 Task 3.2, 3.3 Task 3.3

Figurel: Analysis frameworlg assignment of WP taskZ]
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2. Analysis Methodology

The analysis of the various tools used in PPDR managemnssguided by a scheme specifically
developed for EPISECC. Informatigatheringwas planned as a twetep approach. Firstly, desk
research based on publicly available resourses conducted. In cse not all needed information
was publicly available, representatives of organizatiomsre contacted in a second step. These
representativesvere explicitlyasked ifthe information provided is confidential, or not to avoid any
conflict with respect to dlating or illegal data disseminatioAll information @thered and used in
the section3 were obtaired with compliance to legal regulations

The use of the classification scheme showRigure2 will enable the EPISECC partners to benchmark
different tools as well as to identify gaps with respect to certdemands in disaster management
which are yet not covered sufficiently.

Factor Characteristics

governmental (GO)

Stakeholder non-governmental (NGO others
military/police | others

Domain research non-commercial commercial
Area of application operational tactical strategic
Organizational scope internally bilateral multilateral
Spatial scope regional national EU international
PPDR ph prevention / ti recove
phase mitigation preparation| response ry
Physical data exchange public dedicated
organisational data geographical data

Syntactical data exchange other data

personal

ressource datg raw data | meta data
data

. facto (industrial .

Semantic structures standardized de facto ( c.Ius al) non-standardized
standardized

Level of interoperability physical syntactical semantic
Language multilingual | monolingual

Figure2: Categorization scheme for PPDR management tools

The first column of the matrix contains different factors that guide the analysis. The regainin
columns contain the specific characteristics related to each factor.
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2.1. Stakeholders
¢KS FILOG2N a{GF1SK2f RSNE¢ RS&aONARO6Sa Iy 2NHFYAT I {
analysed. In this categorization, stakeholders can be grouped intwe@Gimental (GO), Non

governmental (NGO) and others. Governmental organizations are again divided into Military, Police
and other stakeholders.

2.2.Domain
¢tKS CIFOGl2NJ a52YIFAyé RSaONRo0Sa oKSGIKSNI GKS G222t A
1 in a state of researcfnot yet fully impemented and/or operational)

9 fully operational and operated under narommercial conditions
9 fully operational and commercially operated

2.3. Areaof Application

¢KS FIFOG2NJ a! NBI 2F FLILX AOFGA2y¢ RSIfa ¢oméK (KS
involvement of all stages of governmental authorities, from the local and the state up to the federal
institutions, is one sign for the occurrence oflisaster. Each authoritgnd in further consequence

every other stakeholdehas its own area of responsibilifyole) according to its position in the

disaster relief system. Depending on the different institutions that are involved in the disaster relief
efforts, governmental and negovernmental ones, and on what is stated in legal requirements,

more or less all of these systems show a hieraadithreestage structurd3,4]:

1 Operatianal (Operation execution)All the activities of the disaster relief units performed

directly at the disaster site (or a certain part of it) are located on the lowest ¢ewpération
execution. This is the area of responsibility of the local authorifighis level a very local
and limited sight of the disaster is available to all parties involved.

9 Tactical (Operation planning and controllOne stage above, at the level of operations

planning and control, the tasks dealing with unit deployment andereishment as well as

the controlling of he different disaster relief ggrations running simultaneously at the basis
are situated. At operational headquarters the decisions concerning the allocation of disaster
relief units for a specific operational areae taken. Furthermoreinformation from the field

is collected, aggregated and-peovided for further use. This is performed by crfssctional
groups staffed with people from civil authorities, governmental and -gowernmental
organizations and othespecialists.

9 Strateqic(Strategy and supportit the top levelk; strategy and supporg, all activities in the
course of the disaster relief process are monitored based on the information obtained from
the levels below. At this stage the-6bl f f S R dzNB €3> LIAKOS RA A AGSNJ 2 @S|
This is the place where an overall strategy for disaster relief is develfgjdtbreover, with

the ability to overlook, the provision of additional resources, unitpac#ty etc. that might
be requested is a major business. The responsibility at this level is solely with the (federal)
authorities.
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2.4.Organizational Scope
¢CKS FFOG2NI ahNBIFIYyATFGA2y+E {021LS¢ RSaONRo6Sa (KS
whether the tool is used only within one single organization, between two organizations (bilateral),

or more than two organizations (multilateral). In case of d&d multilateral, the tool is used to
facilitate collaboration between PPDR organizations.

2.5. Smatial Scope
¢KS FFEOG2N a{LI GAIFLE {O02LS¢ RSaONRO6Sa 6KSGKSNI (K
national, EU and/or international scale.

2.6.PPDR Phase

The process of disaster management can be represented as a cycle consisting of fopratess
LIKFaSad ¢KSasS LKFaSa NB at NBGSyidAzy FyR aAidAdl
The first two phases deal with piacident tasks (e.g. risk assessment, planning,-ipgact

activities), whereas the last two phases deal with tasksnd) and after an incident (e.g. emergency
management and operations, restoration of infrastructure and services, reconstruction). The
analyzed tools will be categorized according to the above mentioned processes.

2.7.Physical data exchange

¢KS FILOG2N) at Kearaolt RIFEGE SEOKIFy3aS¢ RSIta gAGK
exchange data with the tool examined. Basically, the communication infrastructure can be
categorized as public (e.g. GSM, UMTS, publiet®orks,etc.), dedtated (e.g. TETRA, TETRZL,

dedicated Imetworks,etc.), or both. The physical communication infrastructure(s) used to exchange
data with other tools should be described herein.

2.8. Syntactical data exchange

¢KS FIFOG2N) a{ eyl OiA Oh fdataRiatlit exhangel lwithadher PRORI &
management systems. The characteristics of this factor should be desawitiedespect to the
following parameters:

G510 F2NXIFdkadl yREFNRE
The data format/standard (e.g. shajfi@mat) whid is used to represente data

G50 O2YYdzy AOFLiA2y GSOKy2ft238¢
The data communication technology used to exchange the data (e.g. Web Services interfaces and
API, WMS/WFS standards, ATOM/RSS fedtd,

GeelS 2F RFEGLF €
The type of data according tbe classification schemeshow.
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¢CKS a¢el)S 2F RIGlLé Aada RAOGARSR Ayd2y
1 Organizational data
0 Resource data: Data abontaterialresources (e.g. trucks, IT equipment) of an
organization.
0 Human resource data: Data about human resources of an organization.
1 Geographical data
o Raw data: Raw data such as spatial position and other atmospheric data (wind
direction, environmental sensor data).
0 Meta data: Aggregated and processed data such as maps anduictues.
1 Other data
o0 Other data exchanged between the system investigated other systems. This is a
general data type and includes all kinds of data that cannot be assigned to the types
above (e.g. number of wounded people in a specific area).

C2NJ SFOK 2F (KSasS adGellS 2F RIFGF &3 Rlskiould bB2 NY I Gk
described.
2.9. Semantic structures for data exchange
¢KS FFEOG2NI a{SYlIYyiArO &a0NHOGdNBEE F2N RFiGl SEOKI y:
and describes whether ontologies, taxonomies and any other semantic structures for data exchange
are defined. In case they are defined, the standards and concepts used for ontology definition should
be described. This factor can be structured into:

9 Standardized (by official body)

9 De facto(industrial) standardized may not be an official standardubwidely accepted and

used by the stakeholder€&ould be either industrial, or non industrial.
1 Nonstandardizednone of the above mentioned)

2.10. Level of interoperability
¢KS FILOG2N) a[ S@St 2F AYUSNRBLISNIO6Af A(NBPhySidaly o065 &
data exchangé &Syntactical data exchange | $eRantic structures for data exchaige RS 4 ONA 6 SR
Ay GKS aSOiAz2ya | 020Sd® ¢KAA FFLOU2NI A& olFlasSR 2y
FYR ¢SOKy2ft 236 WREBG«YAIDSA2 €@ SNE 2 7. LYy § SNR LISNI 0 A
According to a standard of NATO Science and Technology Organization, interoperability of systems
can be categorized intfive main levels:
9 Physical interoperability This level deals mainly with physical exchange of data and is
structured according to ISO/OSI network concept of TanenbfimThe analysis factor
Gt KE&AAOLHKE Yy RE & | RS& ONR tcédne dssignedl ® Mis levely
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9 Syntactical interoperability This level deals with exchange of data in way that allows

automatic proessing by another system. This can be realized by data exchange standards
such as EDXL, CAP, EBXIREP, OGC standards fordai@a (KML, WMS, WFS etc.) and OGC
standards for sensor data (SWE).KS |yl feaAixa FIOdG2N) a{eyidl OGdA0l
in section2.8 can be assigned to this level.

1 Semantial interoperability. Interoperability on this level means that identical interpretation

of information exchangedbetween systems can be guaranteed. The analysis factor
G{SYIFIydAaAO &aidNHzOGdzNEa T2N R2dichn bé &sfigoedyid@tbis RS aC
level.

1 Pragmaticainteroperability. Interoperability on this level means that exchanged information

is interpreted identically and common actions can be deduced. Systems on this level realize a
shared situational awarenesshis level of interoperability is not considered in the developed
analysis framework, although it can be seen as a specific consequence of the Syntactical and
Semantic interoperability.

1 Social/cultural interoperabilityThis level of interoperability deslwith social and cultural

aspects and assures coherent cooperation of all participating acidms. interoperability
aspect is not considered in the developed analysis framework.

Social/Cultural Interoperability

Pragmatical Interoperability

Semantical Interoperability

Syntactical Interoperability

Physical Interoperability

Figure3: Layers of interoperability accordingp NATO Research Task Groiép
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Political Objectives Organizational
= Interoperability

Harmonized Strategy/Doctrines

Aligned Operations

Aligned Procedures

Knowledge/Awareness

Information Interoperability

Data/Object Model Interoperability

Protocol Interoperability
r Technical
Physical Interoperability Interoperability

Layers of Coalition Interoperability

Figure4: Layers of Interoperabilityaccording to Ttk [7]

As depicted inFigure4> GKS &[T &@8SNBR 2F LYGSNRLISNIoAfAGE 587
defining technical as well as social and organizational interoperability levels. The analysis factor
6PhysicadataeE OK | y3S¢ RSaONOOs §R oy | &#FQENVSR (2 G(KS 4t K
[ S@PSt ¢ aSSy FTNRBY |y L¢ LISNBRLSOGAGSO

¢KS Fylteara Tl OG2NIEE e REKMONAZBER YRWNAIZSOEGR E dat |
LYGSNRLISNIoAfAGee a ¢Sttt Fa GKS a5 GF hoaSOilkaz
¢CKS lylfedara WRHOGENB&{ $¥NY RA O 4.%candk asyighetido the S & O NA
GLYF2NXIGA2Y LYGSNRLISNIoAfAGe: tS@St o

C2NJ GKS &ar1S 27F O2YLX SGSySaa | GKANR ¢Sttt 0O
Information Systeminteroperabilityd [ L { L 0 a | {j9fdd\tal B2 men#oReS.fThis meblalso

incorporates concepts of the other models described above, but focuses solely on technical aspects.

2.11. Language

This factor describeaims on the availability of different language setting itoal. The classification
Ffft2a I RAAUGRYDUAFAIDBEESBEER aYdz GAf Ay 3IdzZ £ ¢ @
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3. Tools

This gction contains the tools which have been identified to be potentially relevant for EPISECC.
Prior to a further analysis the tools had been divided between tadiese detailed analysis could
lead to importart outcomes for further activities in EPISECC prdgetFigureb) and those that are
relevant, but do not require a more detailed analysis for different reageasFigure6). Based on

that distinction the first group of tools had been analyzed according to the above mentioned
methodology and schee.

No. Name No. Name
1|Sahana 22IMIRA
2[Ushahidi 23JUNDAC Mission Software
3|JIXEL 24 UNHCR Refugee Site Planning
4{IDIRA 25|\WFP TrackMe
5(REACT 26|OCHA Humanitarian Response
6|Google Crisis Response tools 27|0CHA Relief Web
7|CECIS 28/deNIS liplus
8| Twitcident 29|MobiKAT
9|Virtual OSOCC 30/ELDIS Il
10|FREESIC 31fsecur.CAD
11|BRIDGE 32|CRISMA
12|GERYON 33|SANY
13 HIT-GATE 34 ORCHESTRA
14/{SECRICOM 35/ARM-OM100/MDG
15|DARIUS 36|3tc Software
16|E-SPONDER 37|Athena
17|DISASTER 38/CLIO
18|GEOPICTURES 39/Command Support System
19|ETC Assessment Tool 40|Erdas Apollo
20|ETC Globalepic 41WDS-ISAS
21|Humanitarian Data Exchange

Figure5: Tools analysed (see section 3.1)
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No.

Name

17

Emergency Support System

18]

DITSEF

19

S-HELP

20

Geonode WFP

21

Copernicus

22

JRS Tools

23

GDACS

24

CELISOS - CEUS - CEVAS

25

CENARIO

26

Geobyte - Metropoly

27|

Cobra

28,

ELEIT - OLEIT

29

Euro Alert

30,

FELIS/LUPUS

31

ARIGON Plus

32

ZEOS

Figure6: Tools excluded from analysis (see section 3.2)
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3.1.Tools analyed
3.1.1. Sahana

Sahana Software Foundati¢tO] provides free and open sourcksaster management tools. hielps

to manage largescale humanitarian problems in the aftermath of a disaster. It was deployed for the
first time during the 2004 Tsunami in Sri Lanka, to support coordination of relief.eSiadvsequently,

it was deployed in response to other big disasters during the past years. Functionalities provided by
the Sahana platform are accessible via a Web based GUI. The system isedrganssftware
modules, each ahem providing different fetures.

There are currently two Sahana products available: Sahana Hdgnan humanitarian platform
designed for organisations and agencies engaged in humanitarian activities (UN agencies, NGOs and
GOs)and Sahana Vesuvi{s2] which has been primarily developed and adopted by the US National
Library of Medicine (NLM), and addresses disaster preparedness and response needs in the field of
person traang and family reunification, and hospital triage. The Savana Vesuvius person tracing
module is called People Loca{dB].

Disaster management and relief modules provided by Sahana Eden ar

9 Organization Registrg createsa database of organizations to help facilitate coordination;
allows organizations to record their Offices, Warehouse and Field Sites including their
locations so they can be mappeuohd linked toother modules such as HumaResources,
Assets and Inventory.

f Project Trackingo & (SftfAy3d 2K2Q& 52AY Fhis inéduldl Belps2 K SNEB X
organizations responding to disasters know where the greatest needs are and coordinate
with others who are engaged in similar work.

1 HumanResources manages the people involved in disaster response activities. It tracks
where they are, what skills they have and help ensure that everyone is effectively engaged
with the work that needs to be done; includes both staff and volunteer management
capabilities.

1 Inventoryq used to record and automate transactions for sending and reaisiipments;
supports multiple atalogues of Items, and the capability to provide alternative items to
ensure more effective use of supplies. Allows organizationmdoage requests, donations
and warehouses.

1 Assetsq used to manage assets such as vehicles, communications equipment and power
generators; tracks where they are, who they have been assigned to, and what condition they
are in. This ensures that assets ased effectively and efficiently.

1 Assessments collects and analyses information from assessments to help organizations
more effectively plan their activities during disaster management.

1 Shelter Management manages information about the location and statof temporary
shelters, including resources required, staff and volunteers assigned to the shelter, and
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provides a checin/checkout system for people using the shelters and their families,
allowing people to be tracked and shelter populations to be itowad.

9 Scenarios & Events allow the creation of plans for different scenarios (preparedness),
including recording what human resources, assets, facilities and tasks will be needed to
effectively respond.

1 Mapping - a fully integrated mapping functionait allows any locatiotvased data to be
visualized on a map. Maps provide situational awareness which is essential in both disaster
preparation and response phases.

1 Messagingg this module provides support for messages to be sent by email, SMS, Twitter
and Google Talk. Distribution Groups can be set up to allow messages to be easily sent to
many people at once. Interactive messaging capabilities allow people to send short message
gueries to Sahana Eden, and receive automatic responses.

ﬂ Home Organizations Staff Volunteers Projects Warehouses Assels Surveys Map maore Login Language Help

Sahana Eden Humanitarian Management Platform

Situation Decision Response
Staff Requests Projects
Volunteers m Q Commitments
Incidents Sent Shipments
Assessments Received Shipments
Assets

Inventory ltems

Register ‘ ‘ Facilities

Ifyou would like to help, then please sign-up now

[ EORICE,

Figure7: Sahana Eden Home Page

Software modules provided by Sahana Vesuvius are:

1 Missing Persons Reportingcontributes to family reunification by accepting reports about
missing / found persons, and providing advanced search and filterindpiiitipa

1 Hospital Triage Managementprovides tools to assist in local and remote hospital triage
management, including photo capture and electronic notifications of patient intake records
to hospitals and the person locator registry.

Sahana tools can bmategorized, using the developed analysis framework, as depicteidume8.
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Factor Characteristics
governmental (GO)
Stakeholder non-governmental (NGO others
military/police | others

Domain research non-commercial commercial
Area of application operational tactical strategic
Organizational scope internally bilateral multilateral
Spatial scope regional national EU international
PPDR ph prevention / ti recove

phase mitigation preparation| response ry
Physical data exchange public dedicated

organisational data geographical data
Syntactical data exchange other data
personal
ressource datg raw data | meta data
data
. de facto (industrial .
Semantic structures standardized ( . ) non-standardized
standardized

Level of interoperability physical syntactical semantic
Language multilingual | monolingual

Figure8: Categorization of Sahartaols
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3.1.2. Ushahidi

Ushahidi[14] is a free and opesource software platform, developed by a nprofit software
company with origins in Kenya. It is used for crisis and disaster situations reporting but also during
events rehted to social activism, citizen journalism, and so on. The main idea behind Ushahidi is to
f SOGSNI IS (GKS O2yOSLIi 2F GONRBGgRaA2dAzZNOAYITEZ YSI YAy
information coming from manifold data sources and data providers, abreitizens included. This
information can be visualized on interactive geographic maps, and can be shared and consumed
using any kind of device provided with internet connectivity: for this to be possible, Ushahidi
provides products enabling local obserseéo submit relevant information and reports from mobile
devices, or from a traditional PC Web Browser using the interactive Web GUI. Ushahidi also provides
software tools that helps on making sense of the massive amounts of crisis data collecténg Start
from the first development in the early 2008, to map reports of violence in Kenya after the post
election fallout, different implementations of the provided web tools have been used during
different crisis management, thanks to the open source natdrhe platform and, therefore, to the
possibility to use the core system for creating customized deployments.

Today, further to the original Ushahidi Web software, freely available for download and for realizing
custom deployments, and mainly used to cotlénformation and visualize / handle them in an
interactive map, Ushahidi project includes the following main products:

1 Crowdmap, a simple mamaking tool, built on an open API, that provides functionalities for
creating collaborative maps where géralized information and media (e.g. photos) can be
posted (sed-igure9)

1 SwiftRiver, a free and open source software product that helps people make skadet of
information in a short amount of time, therefore trying to solve the problem of dealing with
big amount of data during emergencies. In practice, SwiftRiver enables the filtering and
verification of reatime data from channels like Twitter, SV Email and RSS feeds. It
provides functions to structure unstructured data, for filtering, verification and prioritisation
of realtime content, and it also uses semantic analysis to categorize and classify contents

9 CrisisNETis a web platform used to get, find, format and expose crisis data in a simple,
intuitive structure accessible anywhere. It allows to avoid the need to perform manual
processing of large amount of crisis data coming from social channels and media, like
YaTubeand Facebook. The information from social media, after entering the CrisisSNET
platform runs through a digital pipeline wherrelevant data are translated iEnglish,
extracted, categorized and gdocated on a map, by adding crucial metadata at estep
using complex natural processing techniques

1 BRCK, a rugged device built within the Ushahidi community for coping mostly with hardware
/ connectivity related issues, rather than software ones. It is designed to work in areas where
electricity and tradtional internet availability could be a problem (e.g. due to blackouts or
infrastructure disruption). For this reason it has been built topbssically robust, able to
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connect to different networks, able to act as a hub for many local devices, and vadero
enough backup power to survive a blackout.

14

COLLAPSE MAP

Figure9: Crowdmap Web GUI

Ushahidi tools can be categorized, using the developed analysis framework, as depittpdaen0.

Factor Characteristics

governmental (GO)

Stakeholder non-governmental (NGO others
military/police [ others

Domain research non-commercial commercial
Area of application operational tactical strategic
Organizational scope internally bilateral multilateral
Spatial scope regional national EU international
PPDR ph prevention / reparation| i n recove
phase mitigation preparatio esponse ry
Physical data exchange public dedicated
organisational data geographical data
Syntactical data exchange ] other data
ersona
ressource datg P raw data | meta data
data
. de facto (industrial .
Semantic structures standardized ( . ) non-standardized
standardized
Level of interoperability physical syntactical semantic
Language multilingual | monolingual

Figurel0: Categorization of the tools provided by Ushabhidi
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3.1.3. JIXEL

JIXEI15] is a suite of web based sofane applicationgor interoperability,allowingorganizationgo

manage incidents and exchange infation during rescue operations, either using the Web GUIs
provided by JIXEL, or even integrating JIXEL with existing Emergency Management Systems (EMS).
JXELlet emergency services with different specialisatighire Brigades, Ambulances, Police, Civil
Protection, Volunteers) and/oorganizationscovering different geographical aredsave acommon

dataset, rapidly interoperate on it and share a collabamtview on the same geographherefore
improving situation awareness

The JIXEL architecture is made of different, Frontend and Backend web basetesadiws, loosely
coupled anddeveloped following the SOA (Service Oriented Architecture) paradigm:

1 JIXEL Generator, is the Web GUI used to create and share information related to incidents,
with the support of a geographical map for information geocoding. It is supported by a
database to keep track of ongoing and closed incidents, and to create upofategiven
incident

1 JIXEL Viewer is the Web GUI used to visualize, on an interactive geographical map, incidents
created within the same organization or received by thpaity entities. JIXEL Viewer is
supported by a database for persistence and to k&epk of updates of the same incident,
2NJ AYOARSy(Ga o6Sf2y3aAay3a G2 GKS &lYS S@Syid 2N ¢

1 JIXEL Router is made of the backend software components in charge of the distribution of
information in an interoperable environment. It receives ssages created using the JIXEL
Generator or coming from other external sources, validates them and distributes them to the
expected recipients, using dedicated Web Feeds

Other software services, running ithe background, allow the integration in JIXELnédrmation
(warning and alerts) coming from manifold monitoring sources, including from social media.

Since the first adoption in a production environment, for supporting the response and rescue
2LISNF GA2ya Ay GKS AYYSRA thquske in Faly SaNdvihe (rekovetyTphaseK S [ Q
with the assessment of houses and building conditions, JIXEL has been adopted in many other
contexts during the latest years. It has been adopted by the Italian National Fire Brigades, and by the
Regimal Civil Pragction of Sicilyto cooperate with other organizations during the filighting

campaign in the Calabria and Sicilia region, respectively.

JIXEL can be deployed on the cloud or on dedicated seiieesIIXEL suite of to@kso comprises

specific Wekapplicationto allow deaf peopleto communicatewith emergency services, and a series

of Mobile APPs which allow the use of the JIXEL featerd NS OlGf & FNRY GKS AYyOAF
Mobile APP for sending reports about fires, and so on).
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Figurel1: JIXElGeneratorWeb GUI

Figurel2: JIXEL Viewer Web GUI

JIXEL can be categorized, using the developed analysis framework, as deptaedebs.
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